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Abstract— The synchronization of the security and quality of service in the network is a basic requirement, despite the
existence of its mutual effect, engineers always seek to create a state close to the ideal in networks where the service
and the security both are at the top level . The security does not separate works with the quality of service, in other
words, it affects the quality of independent non-declared security service and vice versa. Also the security does not
come for free and, in general, protection mechanisms require more processing time and causes traffic delay. Realtime applications such as video conferencing, VoIP, and real-time video need special processing to achieve their goals
and to overcome the delay introduced by adding security mechanisms. In this paper we propose a new method for
securing the QoS parameters using layer2 of OSI Model, and analyse the impact resulting from adding the security on
QoS parameters such delay, jitter, loss and bandwidth.
Keywords— Quality of service; security; measure ; Quality of service parameters; security parameters
I. INTRODUCTION
A computer network is a telecommunication’s network that allows computers to exchange data. In computer networks,
networked computing devices transfer data in the form of packets to each other, along data connections (network links).
The connections between nodes are established using either cable media or wireless media. The best-known computer
network is the Internet.
In the Internet network, person-to-person communication can be enhanced with high quality images and videos, and
access to information and services on public and private networks will be enhanced by higher data rates, quality of
service (QoS), security measures, location-awareness, energy efficiency, and new flexible communication capabilities.
So some networks are characterized by the QOS offered in addition to the security that we will discuss extensively
later. This distinction is linked to the quality of communication and service over the network and security.
The quality of a network is evaluated on the basis of the quality of service, and especially on its security features. The
use of security mechanisms is important in knowing the identity, saving the information, and ensuring that there is no
tampering.
The security does not separate works with the quality of service, in other words, it affects the quality of independent
non-declared security service and vice versa, also the security does not come for free and, in general, protection
mechanisms require more processing time and causes traffic delay. Real-time applications such as video conferencing,
VoIP, and real-time video need special processing to achieve their goals and to overcome the delay introduced by adding
security mechanisms [1]. Poor security mechanism selection and placement can reduce the performance of a carefully
queued network. Inappropriate service level selection can leak extra information about the importance of packets in the
traffic stream, but clever manipulation of quality of service parameters might even help to reduce leaking of information
through covert channels.
The protection of exchanges is usually achieved using security mechanisms and protocols. However, adding security
to a service increases the resource consumption and the delay of the exchange and so decreases the quality of the service
[2]-[4].
To select the security parameters, we based our work on the ISO 7498-2 Recommendation, which describes in details
the different security services and mechanisms available for each OSI layer, and the IPsec and TLS security protocols,
which are mainly used to secure the Internet, unlike QoS evaluation, security is not an absolute quantity and no
quantitative approach exists to evaluate it. [5]-[7] and [17]. In this paper we will use tunneling without IPsec protocol
(layer 3) but with L2tp protocol (layer 2), which means using the layer 2 of OSI Model.
This paper presents in Section 2 the related work. Section 3 QoS component. Section 4 security and QoS . Section 5 a
new model of network that join the security and QoS. Section 6 simulation and analyse. Section 7 concludes on open
issues and perspectives of this work.
II. RELATED WORK
There are some researches related to the study of Security and QoS tradeoffs, where each has developed a specific
scenario such as scientific method or simulation method.
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In [1] the authors proposed a QoS-friendly Encapsulated Security Payload (Q-ESP) to solve problem of IPSec
encapsulation security protocol (ESP), that hides much of the information’s in its encrypted payloads, this information is
utilized in performing classification appropriately. Finally they concluded that, in this way they could minimize the
possibility of QoS attack to the VPN module, as unconcerned packets will be filtered by the firewall.
In [11] Stefan et al, talked about adding security on QOS architecture, where they said that “until now security has not
been recognized as a parameter in QoS architectures and no security-related service classes have been defined”. They
have made a brief survey of what has been done so far in the area and suggested some potential ways of further progress
towards a quality of service concept that would include security aspects. In the research the authors said that there must
be a definition for the security that is needed by the user, and must define a method to arrive at quantitative value. But the
authors did not put a method to measure the parameters of QOS and security. Moreover they did not specify which level
of security and QOS must be chosen.
There are some articles very related to our paper such as the [17]. The authors talked about the impact of security on
the quality of service through mathematical equations, and the impacts of encryption and authentication on SAL and
delay. Finally they concluded, that to get the minimum delay and the highest SAL, they should use immune algorithm to
optimize key length and authentication rate. Their simulation showed that the proposed model is effective to get the
optimal solution under different configuration.
In [19], discussed a new type of networking mobile ad hoc network (MANETS) and how to take advantage of the
security and quality of service in this type of networks. The new model used for integrating security and Quality of
Service (QoS) as one parameter in MANET, is introduced and studied in their research . Their model via cross layer
design (CLD) provides an alternative to cooperation between QoS and security.
In this integration the authors provide a new way of how QoS and security related services could be provided in
parallel, and also provide new ideas of how new models could be designed to provide different service types. Through
this research, the designed model can be used for different service types or for different applications. Based on the
collected results, the authors stated that the new model that integrated the new modified security service vector (SSV)
model with CLD (the dynamic source routing protocol (DSR)+SSV CLD), has reduced the processing time as compared
with standard DSR model and the DSR + SSV model. The presence of delay and packet processing delay in the results of
their research indicates that integrating the modified SSV model with CLD results in an insignificant increase of delays
in the MANET network, and also an increase in the total processing delays.
Finally, when the performance of implemented modified SSV and CLD model in MANET was simulated, comparable
results were achieved in the DSR model. Deviations were caused by the modified SSV activity and physical parameters
of the MANET network.
In our work we talked about layer 2 of OSI Model and about VPN (virtual private network). These concepts are
referred by [20] that describes an architecture for the management of QOS enabled VPN over internet. The architecture
focuses on two important issues of VPNs: security and Quality-of-Service (QoS). The security achieved in VPNs is based
on IPSec tunnels. But in our work the security will be based on layer 2 of OSI Model not on layer 3, in other word not on
IPSec but on L2TP. This architecture is based on a generalization of the bandwidth broker concept introduced in the
DiffServ environment, and it allows for automated service configuration because the architecture framework includes a
service broker hierarchy. An instantiation of the framework allows a user to set up, change, and modify VPNs including
parameters such as security and QoS related parameters. Finally the authors arrived to result that “This architecture forms
the basis of the implementation of a demonstrator scenario currently being implemented.” VPN is one of some methods
for security on network, but dynamic Virtual Private Network (VPN) tunnel is the method used by [29].
They present that Dynamic Quality of Service (QoS) treatment of traffic within a secure Virtual Private Network
(VPN) tunnel is provided by attaching a QoS marker to data traffic at an ingress end of the VPN tunnel. By querying a
policy database the QoS marker is obtained, during tunnel setup the policy data base can be queried by a VPN Gateway
at an ingress end of the tunnel and/or at any time following tunnel setup to obtain updated QOS information. This
updated QoS information is then propagated through the VPN tunnel to a VPN gateway at the opposite end of the VPN
Tunnel, so that it can be used for egress processing of the tunnel. After this introduction the authors present the working
mechanism with some figures and scenario of the interaction between VPN getaways and others device such NIU, NSP,
PS. Finally they suggested a method of providing dynamic Quality of Service (QoS). In [54] the authors present an
improved UGF, named VUGF, to study the simultaneous analysis of multiple QoS indices for an SCA in an algebraic
procedure. The VUGF inherits the outstanding advantages that allow one to find the entire MSS performance distribution
based on the performance distribution of its elements by using a fast algebraic procedure.
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III. QOS COMPONENT
A. QOS definition
QOS “Quality of service” which is defined as the ability of a network to recognize different service requirements of
different application traffic flowing through it, and to comply with SLAs (service level agreement) negotiated for each of
the applications is absolutely essential in a multi-service network, in order to meet SLAs of different services and to
maximize the network utilization. [7]
QoS allows the service provider to utilize a network infrastructure for offering multiple application services, thereby
saving the capital and operating costs involved in maintaining multiple networks for each of the applications separately.
Although network traffic flows are dynamic in nature, QoS allows the service provider to maximize network resource
utilization, thereby increasing their profit. QoS maximizes network resource utilization and optimizes revenue generation
by providing priority access to network bandwidth for high-priority traffic, and by allowing low-priority traffic to gain
the bandwidth committed to high-priority traffic in the absence of high-priority traffic [7]
Some very important issues related to the QoS, are specified by International Telecommunication Union (ITU) and
collected in [13]:
1-QoS requested by the user / customer((QoSR), QoS requirements: QoS requested by a user or by one or more segments
of the population users who have the same needs in terms of quality of operation.
NOTE - The needs of users can be expressed in descriptive terms (criteria) and listed in terms of priority and a
preferred value must be given to each criterion. The provider of Service then translates the services into numerical
parameters and values [8].
2-QoS offered by the service provider: A statement of the level of quality expected to be offered to the customer by the
service provider.
QoS delivered/achieved by the service provider: A statement of the level of the actual quality achieved and delivered to
the customer.
3-QoS perceived by user/customer: A statement expressing the level of quality that customers believe they have
experienced.
4-QoS parameter: A definition of the scope of a QoS criterion with clear boundaries and explicit measurement method to
enable a quantifiable or qualifiable value to be assigned.
B. QoS Architectures
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Fig.1 QoS Architectures

C. QoS Parameters
In this section we present parameters that are mostly used to describe QoS requirements of IP traffic and QoS provided
by IP networks. According to IETF (Internet Engineering Task Force), the Quality of Service refers to the nature of the
packet delivery service provided, as described by parameters such as achieved bandwidth, packet delay, and packet loss
rates… In fact, different applications may have different interpretations of their QoS requirements.
D. QoS Models
There are two QoS architectures used in IP networks when designing a QoS solution which are the IntServ and
DiffServ models. The QoS service models differ by two characteristics:
1-How the models enable applications to send data.
2-The way in which networks attempt to deliver the respective data with a specified level of service.
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A third method of service is the best-effort, which is essentially the default behavior of the network device without any
QoS , The best-effort is the standard form of connectivity without any guarantees. This type of service, in reference to
catalyst switches, uses first-in, first-out (FIFO) queues, which simply transmit packets as they arrive in a queue with no
preferential treatment.. In summary, the following list restates these three basic levels of service for QoS: Best-effort
service, integrated service, and differentiated services [9].
IV. SECURITY AND Q OS
Security is one of the most important elements in any network and has been discussed by keen technicians since 1960
[10]. We cannot be trusted in any network if it does not take into account the issue of security. In addition to security,
there is a new technique which is witnessed by the world of network quality of service and is also considered one of the
most important services that are based on the classification of information in order of importance, which it deems
appropriate technicians helping to improve communication and send information. But these services must be given
something of secrecy and security, and if it does not enjoy a specific level of which they become vulnerable to hacking
and interception and damage.
That is why engineers and technicians are seeking to reach the best services provided by the network through quality
combined service with a high level of confidentiality and security, in order to reach the nearest state of the ideal. But so
far, this ideal has not been reached to integrate security with quality of service parameters, and we seek through this
paper to analyze and study increasing security on QoS, and analyzing the variation of their parameters values, and the
impact of each of the security parameters on the results. Therefore, we want to view if any of security parameters have a
direct impact on QoS parameters such as the Effect of Encryption and Authentication on Delay [16].
So integrating the security to the quality of the service parameters did not specify what kind of security will be
combined although the security elements are also controlled by confidentiality, integrity and others parameters of
security. In order to pursue our goal of securing the network, we must improve the weak points of OSI layers. Through
our knowledge in OSI layers, the second layer (data link layer) is considered one of the weakest layers due to its
proximity to the physical layer, and thus benefiting from the second layer of OSI Model helps in preventing access to the
upper layers.
After that, we measured again all parameters QoS in order to compare it with the previous values and to study and
analyze the changes occurring from the increased security to the quality of service parameters. This analysis was based
on the results that we reach through simulation and mathematical equations.
V.

A NEW MODEL OF NETWORK JOINING Q OS AND SECURITY

Through this section we'll show the way in which we will use it or hind steps to reach the positive results. So we are
going to do some basic steps. First thing to do is to build a network with Opnet. Second step we measured the parameters
of QoS. Third step adding the security using the security protocols on data link layer such L2TP, fourth step we measured
again those parameters, then comparing them with the previous results, and studying and analyzing the variation that
occurred as result of increasing the security to those parameters. So this article passed the following steps:
1-Create network and simulation
2-Install QOS
3-Measure QOS parameters
4- Adding the Security on QOS parameters in the new model.
5-Measure QoS parameters
A. Create network:
we created a network by a simulation program this network contain more types of data such as video, audio, file.

Figure-2 QoS Network
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B. 2 - Install QOS:
we had several methods for deploying QOS but we used one of them :
2.1 CLI (command line interface): A command-line interface or command language interpreter (CLI, is a means of
interacting with a computer program where the user (or client) issues commands to the program in the form of
successive lines of text (command lines), use the command by IOS[7].
2.2 MQC (modular QOS command): Modular Quality of Service Command Line Interface (Class-map + policy –map
+ service-map), creation groups of QOS using class-map, policy-map, and service-map. (This method that we used)
2.3 CCP (Cisco configuration Professional): using a program by windows configuration replacement command line.
2.4 Auto QOS: using one command on cisco router for deploying QOS automatic.
C. 3- QOS’s parameters Measure
We had several methods for the measurement of QOS parameters:
3.1 A Method of QoS Measurement Based on User Behavior Analysis [11].
3.2 Method using Fast Ethernet taps to monitor full-duplex traffic and programmable network interface cards to extract
all the information needed to compute the network QOS parameters: latency, jitter, packet loss and throughput [12].
3.3 Estimation and measuring using an algorithm that collects a histogram of the occupancy of a single-server FCFS
queue at packet arrival times, and infers the loss rate and delay distribution from such measurements [14].
3.4 A Metric for Numerical Evaluation of the QOS : this is a method which allows one to use measured QOS values
and the application requirements to compute a numerical representation for the service quality[15].
Delay: is the difference between send time and receive time.
The one-way delay (ΔtOWD) as follows: ΔtOWD =tresv - tsent.
Jitter: Variation is the difference between packet delay from end-to-end Δt jitter=max
k

We used this method because it has a numerical representation that helps us compare the result of simulation method.
D. Adding the Security on QOS parameters in new model
In different ways Security and QOS can be joined together. For example in mobile ad hoc we have securing the QOS
routing protocol, Quality of security service (QoSS).
Currently, there are some studies that talked about the existence of IT spending on layer 3 to benefit from IPsec in
order to secure the encryption. In this paper we presented a new method of security for QoS using the tunnel on layer2 of
OSI Model . The primary goal of this work is providing high quality of service with VPN using tunneling technique and
using security protocols of layers2 of OSI Model, this method is based on the encapsulation technique( as show in figure
4), that is the process of encapsulating the packets inside an additional header before tunneling. This additional header
contains the routing information necessary to send the encapsulated payload through the intermediate internetwork(as
show in figure 5). This information is essential because the payload is sent through a network (protocol) different to the
network in which the data was created. In Layer 2 (which uses frames as the unit of exchange) tunneling, both PPTP and
L2TP do encapsulation in a PPP (Point-to-Point Protocol) . In Layer 3 (which uses packets as the unit of exchange)
tunneling, IPSec tunnel mode encapsulates IP (Internet Protocol) packets with an additional IP header.

Fig. 3 QoS with the Tunnel Technic

With the rapid growth of IP networks in the past years, high-end switching has played one of the most fundamental
and essential roles in moving data reliably, efficiently, and securely across networks. The tunnels are the leader in the
switching market and major players in today's networks.
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The data-link layer (Layer 2 of the OSI Model) provides the functional and procedural means to transfer data between
network entities with interoperability and interconnectivity to other layers. Network security is only as strong as the
weakest link, and Layer 2 is no exception. Applying first-class security measures to the upper layers (Layers 3 and higher)
does not benefit your network if Layer 2 is compromised. Tunneling offer a wide range of security features at Layer 2 to
protect the network traffic flow and the devices themselves.
So security will become one of QOS’s parameters, in which the parameters of QOS will become (delay, jitter, loss,
reliability, throughput, bandwidth, and security).
Understanding and preparing for network threats is important, and hardening Layer 2 is becoming imperative. Tunnel
is continuously raising the bar for security, and security feature availability at Layer 2 is no exception. The sections that
follow highlight the Layer 2 security features available on tunnel with QoS [37].

Fig. 4 The Encapsulation in L2TP Protocol.

Figure.5 L2TP Control and Data Packets
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VI. WHY WE CHOOSE LAYER 2 OF OSI MODEL
Through which you can get to the top levels that become safe if this was the security level in addition to its proximity
to the level of physics and also the security advantages of the protocols, such as the pole which we will display its
advantages
Advantages of L2TP include:
High data security is provided for critical applications.
High-level encryption is used so that critical information is always safe and remains personal.
It provides excellent and efficient connectivity.
It is cost-effective and does not have overhead cost after implementation.
It is reliable, scalable, fast and flexible.
It is an industry-standard best for the corporate sector.
It has the best authorization policy for users with VPN authentication.
VII.
SIMULATION AND ANALYSE
Through the simulation that we did over the simulation program, a significant change was found in the delay Jetter
values and other parameters of QoS, because of adding the security across tunnel technique where it should not exceed
the required rate delay values. Figure.5 shows a significant delay that leads to disconnecting sometimes, especially if the
connection was an audio connection. The parameters that values the quality of service before and after the increase of
security, matched almost with values that we achieved though mathematical equations that we previously mentioned, and
this is what gives credibility to the simulation and our findings.

Fig. 6 The Variation of the Amending Delay Verse the Security Level.

VIII. CONCLUSION AND FUTURE WORK
Security is one of the most important elements in any network and has been discussed by keen technicians. Any
network cannot be trusted if it does not take into account the issue of security. In addition to security, there is a new
technique which is witnessed by the world of network quality of service and is also considered one of the most important
services that are based on the classification of information . In this paper we presented a new method security for QoS
using the tunnel on layer2 of OSI Model . The primary goal of this work is providing high quality of service with VPN
using tunneling technique and using security protocols of layers2 of OSI Model, this method is based on the
encapsulation technique. With the simulation programme OPNET we showed the impact of adding security on QoS and
the match between the result of simulation and the result of equation numeric. In our future work we will define which
one of the parameters of security that has the most impact on the QoS parameters and then choose the best level of
security with the best QoS possible.
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